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Abstract
The ongoing COVID-19 pandemic has accelerated the adoption of e-learning, remote learning, and hybrid models in education. These models have become essential in meeting the demands of smart cities and addressing the limitations of traditional distance learning. However, to truly achieve academic success, education must be adaptive and tailored to the individual needs of students. This study presents a novel concept for intelligent educational systems that integrate Explainable Artificial Intelligence (XAI) and Internet of Behavior (IoB) technologies. The integration of these technologies aims to revolutionize intelligent educational systems by providing a more personalized and effective learning experience. By collecting and analyzing student behavior data, the system can provide real-time feedback and adjust to meet the needs of each individual student. The results of this study demonstrate the significant impact of IoB technology on student performance. The integration of IoB led to a substantial increase in student response from 40% to 79%. These findings highlight the potential for IoB to enhance learner assistance and improve system modifications to better meet the expectations of students for increased performance. The proposed concept of integrating XAI and IoB technologies in intelligent educational systems can pave the way for a more personalized and effective learning experience in the future.
Keywords: Tailored education, Hybrid models, Smart cities, XAI (Explainable Artificial Intelligence), IoB (Internet of Behavior) Personalized education Adaptive learning

1. Introduction

 The advancements in technology have greatly impacted the field of education by removing geographical boundaries and leveling the playing field for learners in different time zones. The Internet of Things (IoT) has the potential to connect a wide range of devices to the internet, allowing for more efficient and innovative ways of learning. Additionally, the incorporation of machine learning and artificial intelligence (AI) has the potential to instruct computers in ways that mimic human thought and behavior. These technologies have the potential to revolutionize not only education, but also industries such as manufacturing, healthcare, transportation, intelligent city planning, and energy. The incorporation of IoT and AI in these fields has the potential to greatly benefit not only the education system but also a wide range of other industries, providing new opportunities and solutions to the challenges they face.
The integration of technology in education has brought about numerous changes in the way teaching and learning take place. The Internet of Things (IoT) has played a crucial role in these advancements, allowing for more engaging and interactive methods of instruction. This has provided individuals of all ages, skill levels, and backgrounds with greater access to education and knowledge. IoT has also enabled the creation of simulation environments in which students can receive real-time feedback from instructors. This is particularly beneficial for language learning, as immersion in a native speaking environment is often the most effective method. Additionally, IoT has enabled the implementation of task-based learning, in which students learn by performing actual tasks, and teachers can automatically assist and assess their progress. Furthermore, IoT has been of great assistance to students with disabilities, as it enables them to communicate with each other and receive the necessary technical support. Overall, the Internet of Things has the potential to greatly enhance the education system by providing new and innovative methods of instruction, assessment and communication.
 The integration of Artificial Intelligence (AI), Machine Learning (ML), and the Internet of Things (IoT) has had a significant impact on both research and instruction in academic institutions. These technologies have enabled the automation of traditionally labor-intensive tasks, such as attendance tracking and grading, allowing for more efficient and accurate processes. Additionally, AI and ML have allowed for the customization of educational software to better suit the individual needs of each student. The advancements in IoT and AI have also made it possible for students to have access to their online courses from anywhere and at any time, providing greater flexibility and convenience. Furthermore, students are able to participate in group discussions and online forums, providing a platform for them to engage with their peers and exchange ideas and perspectives. These technologies have the potential to greatly enhance the education system by providing new opportunities for instruction and communication.
The IoB adds value to smart education by providing a more personalized and adaptive learning experience. IoB technology enables the collection and analysis of student behavior data, which can be used to provide real-time feedback to both students and teachers. This allows for more effective and efficient instruction, as well as the ability to identify and address individual student needs.

IoB also allows for the tracking and monitoring of student progress, which can be used to adjust and optimize instruction to better meet the needs of each student. This can lead to improved academic performance and engagement, as well as a better overall learning experience. Additionally, IoB technology provides teachers with valuable insights into student behavior, which can be used to tailor instruction and create a more effective learning environment. Furthermore, IoB can help to identify students who may be struggling or falling behind, and provide them with the necessary support to catch up and succeed. By providing a more personalized and adaptive learning experience, IoB technology can help to improve student outcomes, increase retention rates and promote better academic achievement.
The proliferation of technology and the rapid increase in human knowledge have amplified the significance of education as a medium for the dissemination of information. As the educational paradigm shifts towards accommodating for diverse student body, the use of a range of approaches that cater to different types of learners has become increasingly important. This fosters an educational environment that promotes creative problem-solving, which is beneficial for students. The incorporation of information and communication technologies, such as IoT and XAI, has made it possible to bring the learning process closer to the real world and personalize the educational experience for each individual student. The use of information sensing devices and information processing platforms enables continuous monitoring of students' mental and physical conditions and activities, providing real-time feedback on the learning process. While IoT has the potential to enhance people's lives in various ways, there is a lack of research on how to effectively use the Internet of Behaviors (IoB) to tailor learning content and monitor students' behavior, which affects their accomplishments, progress, and performance. Furthermore, there is a need for more studies on how IoB can be used to monitor the actions of children in educational settings. Therefore, more research is needed to fully understand and utilize these technologies in the field of education.
The main research question for this study is: How can the Internet of Things and Internet of Behavior be utilized to gather data on students' responses to educational tasks and how does this data impact academic achievement?.
This research aims to establish robust and transparent frameworks for the educational environment by integrating the Internet of Behaviors (IoB) and Explainable Artificial Intelligence (XAI). The focus is on creating an educational system that utilizes principles from IoT, AI, Data Analytics, Behavioral Science, and XAI to deliver intelligent and adaptable education, with the goal of promoting academic development in a healthy and beneficial way. The study aims to achieve the following:

a) Develop a dependable and comprehensible IoB-XAI methodology to effectively influence and impact the behavior and learning of students.
b) Highlight the importance of effectively regulating a student's development by monitoring their behavior in the classroom, during practical classes, and in other crucial activities.

c) Investigate the key distinctions between traditional methods and the paradigm shift towards IoB-XAI education.

d) Propose potential system improvements and future directions for research in this field.
This research study aims to explore the use of  XAI and the Internet of Behaviors (IoB) to tailor educational materials to the unique cognitive abilities and needs of students. The study is divided into several sections, starting with an abstract that summarizes the key findings and contributions. The introduction provides an overview of the research gaps and objectives of the study. The literature review examines the relevant background information and prior studies in the field. The research methodology section provides a detailed description of the methods and techniques used in the study. The results and discussion section presents the findings of the study and explores new ideas that emerged from the research. Lastly, the conclusion highlights the anticipated future developments in the field.
2. Literature background
The Internet of Things (IoT) is a framework that enables various entities to connect and interact with each other, with potential uses in various fields such as education, healthcare, and transportation (1). These entities can exist in both the virtual realm (in the realm of information) or in the physical world. IoT allows for the identification of a communication layer, enabling objects to connect with each other. Internet of Behaviors (IoB) is a subset of IoT that aims to address user behavior to assist in analyzing data and providing education services to students from a psychological perspective (2). The goal of IoB is to analyze user behavior and use that data to build and provide educational services to students. The phrase "Internet of Behavior" (IoB) refers to the process of gathering data that provides insight into the behaviors, interests, and preferences of individuals (3). IoB enables educational institutions to have a comprehensive understanding of their student populations. For example, IoB can combine mobile phone data to help players improve their swing and stroke while playing a game. With the increased connectivity of devices, there is a vast amount of data that can be accessed, expanding the potential uses of IoT. This allows academics to access consumer data in real-time through networked devices (4).
[image: image7.png]The COVID-19 pandemic has had a significant impact on various aspects of human behavior, including consumer brand loyalty, employee work habits, and business engagement. These changes have not only affected the environment and technology, but also individuals' health (5). As a result, the ability to observe and influence the behavior of others in challenging situations has become an increasingly valuable skill. For example, using machine learning for facial recognition in mask enforcement is one strategy for enforcing rules and monitoring carelessness (6). Various organizations across various sectors can benefit from analyzing behavioral patterns and historical data (7). The Internet of Things (IoT) allows for the tracking of human behavioral patterns through connected devices, which can affect a person's willingness to collaborate with others. Understanding behavior is crucial for effective management and influence in interpersonal settings, as behavior is driven by factors such as cognition, emotion, personality, and communication (8). The concept of IoT and Internet of Behaviors (IoB) can also be applied in education, by designing learning materials and providing recommendations based on students' personalities and preferred modes of education (9). Smartphones also enable various industries to create applications that monitor consumer behavior, such as health and fitness tracking (10). Biometrics and healthy behavior can also be monitored in smart cities through smartphone sensors (11). 
During the COVID-19 pandemic, many countries implemented the use of health-related smartphone apps as a means to control the spread of the virus. These code-based programs have the capability to track a user's location, contact history, and even biological biometrics such as temperature (12). Based on this information, a color-coded QR code indicating the individual's current health status is generated. This can lead to limitations on the individual's behavior, such as restricting movement or requiring quarantine at home or in a designated area (13). These limitations may have a negative impact on the individual's ability to function in their environment. Popular recommendation systems take into account user behavior in order to improve the overall user experience. This includes analyzing their click and viewing history. These systems often utilize deep neural networks for data analysis and providing personalized suggestions for movies and television shows (14). Additionally, many social networking websites offer feeds that can be tailored to a user's viewing preferences, time spent on a particular page, or interest in specific channels (15). In the transportation industry, the Internet of Behaviors (IoB) can be beneficial for both drivers and passengers. Uber, for example, has implemented gamification techniques in order to influence driver behavior, addressing issues such as driver conflicts and high turnover rates. The strategies employed by Uber include loss aversion, recognition, and utilizing intrinsic motivation (16). Deep Reinforcement Learning (DRL) algorithms have also been used (17) to reduce power consumption based on user behavior. DRL is commonly used for this type of learning. In the education sector, systems have been developed to understand the various learning styles of students in order to provide personalized recommendations (18).
3. The IoB's Potential Role
The Internet of Behaviors (IoB) concept explores human behavior with the goal of accurately assessing data and utilizing the information obtained to create and deliver new products and services. By applying principles of behavioral psychology to the data collected from internet user behaviors, the IoB aims to gain a deeper understanding of the information and discover solutions to challenges related to data evaluation and service development. This emerging trend may have an impact on Quality Infrastructure as businesses may strive to enhance their connections, leading to an increase in consumer demand (19). The Internet of Things (IoT) transforms raw data into actionable insights, as illustrated in Figure 1. However, the IoT has the potential to turn this information into true wisdom.
Fig. 1. Depicts the mapping of IoB and IoT to activities in Smart Systems.
The illustration above highlights the primary function of mapping using the Internet of Behaviors (IoB).

1. Tracking student actions and making observations using the Internet of Things (IoT) allows for the collection of data on students' learning activities, behaviors, participation in volunteer work, responses to exercises and formative assessments, collaboration in class, and other aspects of their academic development.

2. Conducting an accurate analysis of student behavior using the data obtained from IoT. However, the analysis will not result in the system automatically providing recommendations, but rather, it will provide information on student behavior during learning and explanations for certain behaviors observed. This information will be presented in a report.

3. Understanding the significance: The insights obtained from behavioral analysis and psychological research can be applied to the data collected through IoT to improve understanding and prediction of actions leading to specific outcomes, which can be beneficial for organizations.

4. The importance of behavior: The IoB mechanism can be utilized by educational institutions to maintain an adaptive system that identifies student behaviors and suggests adjustments that will lead to better outcomes. This can be used to maintain an adaptive system that identifies student behaviors and suggests behavioral adjustments that will result in better results(20).
4. Smart learning achieved by the integration of XAI and IoB
The integration of technology, specifically artificial intelligence (AI), into society is rapidly advancing as we enter the fourth industrial revolution. However, one of the major challenges facing the implementation of AI-based solutions is a lack of transparency(21). AI systems are able to make accurate predictions but often struggle to explain the reasoning behind their conclusions. This has sparked renewed interest in the field of Explainable AI (XAI) which aims to improve the reliability and transparency of AI systems. The development of XAI is crucial for data mining and decision making, making it easier for the general public to understand and trust the outcomes of AI systems. Research in XAI has been ongoing for decades, with experts in the field working to create a new generation of artificially intelligent companions that are both understandable and manageable by human users while still maintaining high levels of performance. The Internet of Things (IoT) plays a crucial role in data collection, the Internet of Behaviors (IoB) helps in understanding student behavior, and XAI helps in categorizing, predicting and comprehending key elements that affect performance in order to provide recommendations and actions. This combination of technologies can be used to predict student success and improve educational outcomes (22).
5. Proposed framework
The use of the Internet of Things (IoT) in education allows for the collection of a wide variety of data types, including text, photos, and audio, which can be used to better understand the needs and behaviors of individual students. The Internet of Behaviors (IoB) is a newer concept that builds on the IoT by utilizing behavioral psychology to analyze this data and improve the effectiveness of instructional strategies and resources. The COVID-19 pandemic has accelerated the adoption of IoB as businesses have been forced to adapt to new ways of interacting with customers. In higher education institutions, the use of IoT and IoB can provide valuable insights into the learning experiences of students, teachers, and the overall atmosphere of the learning environment.
5.1. The model 
The objective of this study was to utilize the Internet of Things (IoT) to gather data on the actions and behaviors of students in regards to two specific subject areas: Personal Capabilities and Social Curiosity. By focusing on their abilities in areas such as speaking and writing for Personal Capabilities and participation in volunteer work and collaborative endeavors for Social Curiosity, we aimed to better understand the patterns of student behavior. This data was then analyzed and used to make predictions about student performance in these areas and provide personalized recommendations for instructional content to better suit the needs of individual students. The use of  XAI was crucial in this process, as it allowed for a deeper understanding of the connection between student behavior and performance. As demonstrated in Figure 2, XAI played an important role in providing suggestions and modifying instructional content to accommodate different types of students.
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Fig. 2.  IoB in conjunction with IoT for a smart learning education system.
Fig. 3. Employed IoT devices.
5.2. Data collection and experimental findings
In order to gain a comprehensive understanding of student behavior and tailor learning materials to individual needs, a study was conducted using a sample of 41 students enrolled in a programming course. The students were asked to use Nearpods and the Blackboard Learning Management System (BBL) to participate in activities such as polls and formative assessments using their own mobile devices such as smartphones and tablets. Additionally, students were also asked to complete a survey on their volunteer work and the results were analyzed. The data collected was used to classify students into four groups: those who excelled in speaking and collaboration, those who excelled in speaking and volunteering, those who excelled in writing and collaboration, and those who excelled in writing and volunteering. The goal of this study was to evaluate the system's ability to understand student behavior and customize learning materials to meet each student's unique set of strengths, weaknesses, abilities, and interests.
Table 1: Shows the learner's abilities and the indicators of social keenness.
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The following student classification groups N students according to their abilities in speaking and writing, as well as their inclination towards collaborating with others and participating in volunteer activities.
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The formulas that were used in the calculations provide the following results, which are presented in the form of system performances for your perusal.
SP (Speaking Collaboration) = 44.8%

SP (Speaking Volunteering) = 62.58%

SP (Writing Collaboration) = 32.55%

SP(Writing Volunteering) = 37.76%
We will be able to assess the success of learning management systems in boosting students' oral and written engagement in collaborative activities by utilizing this technique. This will allow us to analyze the effectiveness of learning management systems.
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Where k represents the total number of students who are enrolled in the program in question and N represents the total number of programs that are available to students as a whole.

On the other hand, we have the ability to conduct research on the ways in which learning management systems make it easier for students to communicate verbally and in writing.
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The study found that students had varying levels of proficiency in speaking and writing, as well as their willingness to participate in collaboration and volunteer work. Specifically, the system performance (SP) for speaking in collaboration was found to be 44.8%, while the SP for speaking in volunteering was 62.58%. The SP for writing in collaboration was 32.55%, and the SP for writing in volunteering was 37.76%. These results indicate that students may have different strengths and weaknesses in these areas, and further research may be needed to understand how these factors impact their academic performance and engagement in learning activities. The system performance, as calculated, is 38% based on the participation of N users in the study. This evaluation was made prior to incorporating any study-specific insights and was determined solely by the collected data. Schools have the capability to assess the system's responsiveness to varying levels of input by setting their own threshold levels.
Table 2: Changes in learner performance.
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The system monitored the writing activities of students and found that the greatest increase (55.4%) occurred in students' voluntary writing activities, as compared to the increase of 50.62% observed in students' collaborative writing activities. As shown in Table 2, activities involving collaboration experienced a growth of 47.15%, while activities involving volunteering to speak saw a growth of 21.02%. The 4 categories mentioned in the text refer to different groups of students that have been classified based on their proficiency in speaking and writing, as well as their willingness to collaborate with others and contribute their time. The categories are:

1. Speaking versus collaboration: This group includes students who have a high proficiency in speaking, but may not be as willing to collaborate with others.

2. Speaking versus volunteering: This group includes students who have a high proficiency in speaking, but may not be as willing to volunteer their time.

3. Writing versus collaboration: This group includes students who have a high proficiency in writing, but may not be as willing to collaborate with others.

4. Writing versus volunteering: This group includes students who have a high proficiency in writing, but may not be as willing to volunteer their time.

It is important to note that this classification is based on the data obtained from the study and the specific details of the data sets and the criteria used to classify the students are not provided in the text. The categories (speaking versus collaboration, speaking versus volunteering, writing versus collaboration, and writing versus volunteering) are important to be monitored using IoT and IoB because they provide a way to segment students based on their proficiency in different areas and their willingness to participate in different types of activities. By understanding these categories, educators and researchers can better tailor instructional strategies and resources to the specific needs of individual students. IoT can be used to collect data on students' actions and behaviors, and IoB can be used to analyze this data and understand patterns in student behavior. This can help educators and researchers make more informed decisions about how to best support student learning and development. Additionally, monitoring these categories can provide insight into how different types of activities and instruction may impact student performance.
6. Discussions 
Academic institutions can utilize the Internet of Things (IoT) to gather data on student responses to educational tasks and gain a deeper understanding of behaviors related to academic achievement. This is achieved by collecting data on how students respond during academic activities. By utilizing this learning technique, institutions can make progress towards overcoming shortcomings in the future. The effectiveness of the system is evaluated in the first phase of the assessment by examining the degree to which it motivates students to participate in a range of activities while concealing the existence of those activities from the students. Additionally, research is conducted to investigate the impact of instructors using technology to monitor student responses to academic work on their responses. 
The system's success in encouraging student participation in a range of activities is also determined. In the study, when students were asked to compare their scores for speaking to collaborating, they received a score of 34.5%; and when students were asked to compare their scores for writing to volunteering, they received a score of 39.0%. The primary goal of using IoB is to personalize learning resources and XAI is used to explain the system's behavior. The system aids in connected academic activities by determining which category students belong to and selecting evaluation variables. The recalculated SP (Speaking vs Collaboration) was 90.23%, SP (Speaking vs Volunteering) was 87.63%, SP (Writing vs Collaboration) was 55.4%, and SP (Writing vs Volunteering) was 39.0%.
7. The conclusion and future prospects

In conclusion, the use of IoT and IoB in academic institutions has the potential to provide valuable insights into student behavior and academic performance. By collecting data on how students respond to academic activities, educators can better understand the factors that contribute to student success and tailor learning resources to the individual needs of each student. In this study, it was found that underprivileged students exhibit behavioral characteristics such as composure, a desire to concentrate on the job provided, a tendency to ask few questions, and a preference for short words. On the other hand, students who perform well academically are more likely to have instructors who are demanding, produce sentences with elaboration, lead group work and participate in extracurricular activities. By monitoring student behavior and providing targeted support, the system was able to increase the level of assistance provided to students from 38% to 76%.

For future work, it would be beneficial to expand the scope of the study to include a larger sample size and a wider range of educational institutions. Additionally, it would be valuable to explore the potential for using XAI to filter and choose aspects that students can use to monitor their progress and seek assistance from educational systems. Furthermore, further research is needed to understand how the system could be further automated to take student behaviors into account in future classes and events. By continuing to monitor student behavior and tailoring learning resources to the individual needs of each student, educators can increase student engagement and improve academic performance.
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