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Abstract

Designing secure aggregation protocols for efficient data collection is driven mainly by preserving the privacy and
integrity of the network data. Targeting the false data injection attack in wireless sensor networks (WSNs), a secure in-
network aggregation scheme for preserving the privacy of the data, is proposed in this work. The proposed scheme is
able to compute the SUM, MEAN and COUNT of the network data based on an encryption scheme which uses pallier
cryptosystem. Extensive analysis with different routing structures (cluster, tree and chain) are used for validating the
efficacy of the proposed scheme over existing approaches.
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1. Introduction

Sensor nodes are deployed with the objective of
collaborative reporting of events in the proximity to the sink.
Owing to the constraints of WSNs, sending huge amount of
data through the network is not reliable and moreover
unnecessary [1]. In-network aggregation and processing
schemes are therefore used for optimizing the network traffic
and improve the network lifetime. Aggregate functions such as
AVERAGE, SUM, PRODUCT etc. are used to obtain a
summary of the network data at the sink. The intermediate
nodes, in a typical multi-hop routing path, are responsible for
processing partial results and obtaining the desired aggregate.
For example, in a tree based routing structure each node
transmits its data only after it has received the responses from
all its children. However, such a system can be easily
compromised by false injection attacks [2]. Such an attack is
aimed to curb the reliability of the data by attacking the
intermediate nodes and inducing false data. With the failure of
each node, not only the confidentiality of the data is lost but
each failure also results in the loss of a sub tree which results in
data loss at the sink and thus generating erroneous aggregated
values at the sink. A possible solution to this problem is the use
of multipath routing for computing the aggregates [3]. But the
reliability of the data can still not be ensured due to the high
probability of nodes being compromised. Encryption
techniques as such, can be used for maintain the secrecy of the
data but with the compromised intermediate nodes, the
decryption of the data for in-network aggregation, makes the
data vulnerable to attacks [4]. The decryption and encryption of
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the data at every hop not only affects the confidentiality of the
data but is also an energy exhausting task. The energy
consumption during the encryption and decryption might not
be reflected in small networks but with large scale networks,
managing the networks energy consumption without affecting
the confidentiality of the data is a difficult task. In our previous
work addressing the issue of energy efficient and secure in-
network aggregation [13], a privacy preserving scheme i.e.
PPSDA, was proposed. This work, however is aimed at
evaluating the performance of the already proposed PPSDA
with different routing structures. The PPSDA is based on
homomorphic encryption for ensuring the data confidentiality.
The rest of the paper is organized as follows: the Section 2
presents the related work, in Section 3 the proposed
confidentiality —preserving data aggregation scheme is
explained, Section 4 describes the experimental and simulation
setup, in Section 5 the results are presented with their detailed
explanation and finally the Section 6 concludes the work.

2. Related Work

Secure data transmissions in WSNs is a difficult task because
of the various inherent constraints of such networks such as,
limited processing ability, limited memory and communication
bandwidth. Additionally, the probability of the sensor nodes to
be physically tampered is significantly high. As such,
implementing security protocols for maintaining the data
confidentiality for such wireless transmissions, are difficult.
Existing security protocols allow encryption of the network
data for maintaining the data confidentiality by hiding the
original data through a cipher. However, such an approach is
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prone to attack when the data is decrypted at intermediate
nodes for aggregation. Thus, encryption fails to achieve an
attack resilient scheme for securing the data privacy. The work
presented in [5] discusses various routing protocols which are
used in an attack prone environment along with their
disadvantages. The work presents a detailed analysis on
various possible attacks in a WSN such as false injection
attack, wormhole attack etc. Most of the existing security
protocols have failed to achieve end-to-end security and
confidentiality of the data because of the necessity of
decryption for calculation the aggregates at the intermediate
nodes. Such methods not only fail in maintaining the
confidentiality of the data but also are energy exhaustive
because of the complex computations involved in the
decryption at each hop. The TAG protocol, proposed in [6],
aims at computing the COUNT and SUM of the network data.
Partial counts, from the child nodes, are added to each node
and the value is incremented by one. The sub-aggregate is then
forwarded to the parent node until the sink is reached. AN
improved aggregation scheme, proposed in [8], is aimed at
decentralized aggregate computation. The scheme is based on a
gossip-based protocol which assumes the nodes to form an
overlay network. However, such a scheme is unrealistic in a
WSN as it allows random nodes to be considered for pairing
and being used as neighbors. Handling the privacy of the
network data, the schemes proposed in [9], [10] and [11], aim
at maintaining the secrecy of the network data by hiding the
nodes readings from all its neighbors by using end-to-end
encryption. The PPSDA proposed in [13] uses pallier
cryptosystem to ensure homomorphic encryption of the data.
The idea is to compute SUM, MEAN and COUNT of the
network data without decrypting the data at any intermediate
hop. The work presented here is an extension of the work
presented in [13] and is aimed at analyzing the performance of
the proposed PPSDA with various routing structures.

3. Privacy Preserving Data Aggregation

The Paillier encryption scheme, used in this work, is a
homomorphic encryption technique which is based on the idea
of asymmetric encryption using public key encryption scheme.
The homomorphic encryption allows the proposed PPSDA to
calculate the aggregated values of SUM, COUNT and MEAN
at the sink in such a way that the encrypted data needs not to be
decrypted at any intermediate node. Releasing the intermediate
nodes from the complexities of endless decryption, the
proposed PPSDA is able to significantly reduce the processing
load of the network. Additionally, performing the aggregation
operations on the encrypted data ensures end-to-end security
allowing the proposed PPSDA to maintain the confidentiality
and privacy of the data.

3.1. The working of the proposed PPSDA can be explained
by the following steps:

i. Let the reading sensed by the i node is given by S ;
il. A predefined threshold ‘k’ is multiplied to the sensed
reading S .
ii. The product obtained (in step ii), is encrypted by the
leaf node i.e. e(kS,)

iv. The cipher is computed by: C = rm.sn mod n° such
that, “ m ’ is the original message to be encrypted and

s

belongs to Z, .‘s

SEZ,
V. Aggregation is performed by the parent node on the

is randomly selected such that

encrypted values (Agg (e (Sl. ))) and the resulting

value is forwarded to the next hop in the
communication hierarchy. This process is followed
until the data reaches the sink.

Vi. The aggregated value (X) is finally obtained at the
sink by decrypting the data.

Vii. At sink, the following operations are performed to
obtain SUM, COUNT and MEAN:

* SUM is obtained by applying ‘floor’

operation to the decimal of X / k

*  MOD of ‘X’ gives the COUNT
* MEAN is calculated by dividing the SUM
by COUNT.

viii. Because of the homomorphic nature of Paillier
cryptography, additions can be performed at
intermediate nodes without decrypting the data at any
point.

iX. All nodes perform SUM on the aggregated values
without decrypting them, thus maintaining the
confidentiality and integrity of the original data.

3.2. Pre-determined Threshold ‘k’
The threshold ‘k’ is the most important factor required for
calculating the aggregates at the sink, and is computed as:
{k -10% , a = number of digits in N}

Such that, N represents the total number of nodes deployed in
the network.
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Fig. 1. Privacy Preserving Secure In-network Data Aggregation
(PPSDA)

3.3. Energy Consumption Analysis

The major energy consuming tasks in a WSN involve data
processing and data transmission. To analyze the energy
dissipated in the process of reporting an event, the basic free

space model (d2 power loss model) and the multipath fading

( d’ power loss) channel models are considered in this analysis.
The energy consumption is measured on the basis of the free
space model given the distance is less than a predefined

threshold “ CO ”, else multipath model is used. Thus, for a ‘m’
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bit message, to be transmitted to a distance “s”, the energy
dissipated by the radio is given by:

Etx (m.s) = Etx—elec (m) + Etx—amp (m. 5)
2
= mEelec+meFSC S<C0 6]
4
mE_, +mS, ¢ s=C,

The energy dissipated in receiving this message is given by:
E (m)=E (m) =mE )
rx rx—elec elec
Such that:

v Ederrepresents the energy needed for running the

electronics.
2 4 . .
v EFS C andEMP C ', vary with the distance between

the transmitter and the receiver.

4. Results and Discussion

The proposed PPSDA was tested and evaluated in
different scenarios for identifying the best suited environment
for practical implementation. Simulations were performed in
MATLAB for a 400 node network, randomly deployed in an
area of 100m x 100m with the sink positioned at the center of
the deployed area. A detailed comparative analysis of the
proposed PPSDA along with the SDAP scheme proposed in
[11] and SEEDA scheme proposed in [12], is presented for
three different routing scenarios, specifically for:

¢ Cluster based routing

*  Tree based routing

*  Chain based routing
The initial energy of every node is considered to be 0.10 Joules
and the message is considered to be of 1024 bytes. The
objective of this analysis is to find the most suited routing
environment for the proposed PPSDA. Therefore, based on the
simulation results, the proposed PPSDA is implemented for a
23 node network such that nodes follow a clustered routing
based on a standard clustering algorithm [14]. The details of
the simulation setup are given in Table 1.

Table 1. Simulation Parameters.
Parameters Values
Deployment area 100m x 100m

Number of nodes 400

Position of sink 50m x 50m
Initial energy 0.10 Joules
Message size 1024 bytes

4.1. Simulation Results
The proposed PPSDA is evaluated for the following
parameters:

Network Lifetime: The fig. 2 shows the stability period
achieved by the proposed PPSDA along with SDAP and
SEEDA approaches with different routing structures (a)
clustered routing (b) tree based and (c) chain based. As shown
in the fig. 2(a), the proposed PPSDA has the best performance
in terms of stability period (number of rounds before the first
node dies), as the number of nodes involved in transmission are
fairly low in clustered routing structure. The effect is seen in
the fig. 2(a), where the first node dies after 269 rounds of data

collection as only the nodes with events in their proximity are
responsible for transmitting the data. Since the homomorphic
addition of the sensor data prohibits data decryption at
intermediate nodes, a large amount of energy is conserved and
the same is reflected in the fig. 2(b), where the proposed
PPSDA achieves almost 25.39 % improvement in the stability
period as compared to the SDAP and SEEDA schemes. The
fig. 2(b) and 2(c) prove that the efficacy of the proposed
PPSDA is maintained in other routing schemes as well. The
proposed PPSDA is able to conserve significant energy by
allowing decryption only at the sink because of which, the first
node dies only after 269, 147 and 201 rounds of data collection
in clustered, tree based and chain based routing respectively.
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Fig. 2. Performance Evaluation in terms of Network
Lifetime (a) Clustered Routing (b) Tree Based Routing (c)
Chain Based Routing.

In-Network Traffic: The in-network traffic is evaluated on
the basis of total number of packets transmitted within the
network with varying number of data collection rounds. The
fig. 3 shows the performance of the proposed PPSDA, SDAP
and SEEDA approaches with different routing schemes. As
shown in the fig. 3, the proposed PPSDA outperforms both the
existing schemes with clustered routing structure with a
significant margin. However, with tree based and chain based
routing schemes, the performance of the proposed PPSDA is
marginally better than SDAP and SEEDA. The reason for this
increase in the in-network traffic with tree and chain based
routing is that, in a clustered routing structure, all the nodes
send their encrypted data to the cluster head (CH), which
performs the aggregation of the data. Therefore, only the nodes
which have events in their proximity are bound to send the data
packets, and thus very few nodes are involved in the data
transmission. However, with tree based and chain based
routing, the nodes are forced to forward the data packets even
if there is no event in their proximity, resulting in increased in-
network traffic.

The fig. 3(b) marks the packet transmission in a tree based
structure for 300 data collection rounds. As shown in the figure
3, the proposed PPSDA has significantly high transmissions
(up to 7128 packets) as compared to the 5341 packets in SDAP
and 5867 packets in SEEDA. A reasonable cause of this high
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in-network traffic is the improved data transmission with the
nodes remaining alive for a longer duration as compared to the
SDAP and SEEDA. The in-network traffic remains constant
for about 150 data collection rounds and only increases beyond
this point only because with the proposed PPSDA the networks
connectivity remains unaffected with increasing number of
data collection rounds. However, the nodes die frequently and
the networks connectivity is lost with SDAP and SEEDA as the
data collection rounds go beyond 150.
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Fig. 3. Performance Evaluation in terms of In-Network Traffic (a)
Clustered Routing (b) Tree Based Routing (¢) Chain Based
Routing.

Accuracy and Efficiency Analysis: The data lost in
transmission is the termed as the measure of the accuracy and
efficiency of the algorithms compared in this section.
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Fig. 4. Performance Evaluation in terms of Packet Loss (a)
Clustered Routing (b) Tree Based Routing (¢) Chain Based
Routing.

The fig. 4 shows the average packets lost during
transmission as the number of data collection rounds are
increased. The accuracy of the proposed PPSDA is maintained
best in clustered routing where the average packet loss hardly
reaches 22.1 even after 360 data collection rounds. The effect
of network lifetime is seen in the connectivity of the network
which in turn dictates the average packet loss of the network.
As validated from the fig. 4, the average packet loss is
minimum with clustered routing structure as compared to the
tree based routing (fig. 4(b)) and chain based routing (fig. 4(c))
is the proof of efficacy of the proposed PPSDA in cluster based
networks.

Data Privacy: Data privacy in the SDAP scheme, proposed in
[11], is maintained at every hop by following the divide-and-
conquer and commit-and-attest principles. The analysis of the
group aggregates at the sink is used to identify the malicious
data which in turn is followed by the attestation process which
proves the validity and privacy of the data from the
corresponding group. The proposed PPSDA, however, ensures
data privacy by allowing the decryption only at the sink. The
homomorphic encryption allows addition at intermediate nodes
to the encrypted values removing all possibility of malicious
data to be injected at any intermediate hop.

4.2. Experimental Results

Validated by the simulations, the proposed PPSDA was
practically tested for a 23 node network of e-motes for 40
rounds of data collection.
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The fig. 5 shows the average transmissions for all the
deployed nodes when the nodes follow a standard clustering
scheme [14] with the proposed PPSDA. As evident from the
fig. 5, almost uniform data transmission load is monitored for
the network. Clustered routing allows a fault tolerant data
transmission resulting in minimal packet loss and thereby
improving the overall accuracy of the aggregation process.
Practical implementation of the proposed PPSDA proved the
efficacy of the proposed PPSDA with clustered routing
structure.

5. Conclusion

This work aimed at identifying the best suited
environment for the PPSDA scheme which targets the end-to-
end security in WSNs. The proposed PPSDA scheme is tested
for parameters such as network lifetime, in-network traffic and
accuracy over three different routing structures. The proposed
PPSDA is able to achieve maximum lifetime with a clustered
routing structure as compared to the SDAP and SEEDA
schemes proposed in the literature. The efficacy of the
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proposed PPSDA is also validated over a tree based and chain
based routing structure, where the proposed PPSDA
outperforms the existing privacy preserving schemes with
significant margin. Simulations and practical implementation
of the proposed PPSDA prove that the proposed scheme
performs optimally in a clustered routing structure as compared
to tree based and chain based routing schemes.
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